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1. Introduction
1.1. Motivation

User authentication is a fundamental security mechanism in modern information systems. Password-
based authentication has long been the primary method, but it is increasingly ineffective against large-
scale threats such as phishing, credential stuffing, and password reuse [1]. Multi-Factor Authentication
(MFA) has therefore become widely adopted to strengthen security by requiring additional factors such
as one-time passwords, push notifications, or biometrics. MFA also plays a key role in Zero Trust
architectures through continuous verification [2], [3].

However, most MFA deployments still use static policies that apply the same authentication
requirements to every login attempt. This approach creates two major problems: it increases user friction
for legitimate users even in low-risk situations and fails to adequately defend against advanced attacks
such as adversary-in-the-middle phishing, session hijacking, and MFA fatigue.

Adaptive and Risk-Based Authentication (RBA) has emerged as a promising solution. These systems
dynamically adjust authentication strength based on estimated risk derived from contextual signals
(device, location, time), behavioral patterns, and temporal features. Low-risk logins can proceed with
minimal friction, while high-risk attempts trigger stronger verification. Despite its advantages, most
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existing adaptive MFA systems rely on centralized data collection and machine learning, raising serious
concerns about user privacy, regulatory compliance, scalability, and data governance.

1.2. Federated Learning for Authentication

Federated Learning (FL) offers a privacy-preserving alternative to centralized models. In FL, models
are trained collaboratively across multiple clients (devices or organizational domains) while keeping
raw data local. Only model updates are shared and aggregated at a central server [4]. This paradigm is
well-suited for authentication because the data is highly sensitive and naturally distributed.

FL enables cross-domain collaboration and personalization without exposing raw authentication
logs. However, authentication data is heterogeneous, temporally evolving, and subject to non-11D
distributions, while FL itself introduces challenges such as model poisoning and inference attacks.

This survey provides a structured overview of research at the intersection of Multi-Factor
Authentication, Adaptive/Risk-Based Authentication, and Federated Learning. Unlike previous surveys
that focus mainly on MFA mechanisms or protocols, this work emphasizes learning-based and privacy-
preserving approaches in distributed settings. It presents a taxonomy of authentication frameworks,
reviews existing FL-based systems, highlights the value of temporal and relational modeling, and
discusses open challenges and future directions.

The remainder of this paper is organized as follows: Section 2 reviews background concepts, Section
3 discusses the threat landscape, Section 4 presents a taxonomy, Section 5 surveys FL-based
authentication systems, Section 6 examines temporal and relational modeling with a federated
perspective, Section 7 covers datasets and evaluation practices, and Section 8 concludes with future
research directions.

2. Background and Preliminaries

This section introduces the core concepts of Multi-Factor Authentication, adaptive/risk-based
authentication, and Federated Learning that form the foundation for the rest of this survey.

2.1. Fundamentals of Multi-Factor Authentication

Authentication verifies the identity of a user or device accessing a system. Traditional single-factor
authentication (mainly passwords) is increasingly insufficient due to phishing, credential stuffing, and
password reuse.

Multi-Factor Authentication (MFA) improves security by combining two or more independent
factors from different categories [5], [6]:

- Knowledge factors: something the user knows (e.g., passwords, PINSs).

- Possession factors: something the user has (e.g., hardware tokens, smartphones, OTP generators).
- Inherence factors: something the user is (e.g., fingerprints, face recognition).

- Behavioral factors: something the user does (e.g., typing rhythm, mouse movements).

Although MFA significantly reduces unauthorized access, most deployments still use static policies
that apply the same factors to every login attempt. This creates unnecessary user friction in low-risk
situations and limited protection against advanced attacks.

Figure 1 illustrates the main categories of authentication factors used in MFA, including knowledge,
possession, inherence, and behavioral factors.

Categories of
Authentication Factors

Conventional Emerging
Authentication Factors Authentication Factors

Knowledge Factors Possession Factors Inherent Factors Location Factors Historical Data PUF Firmware Integrity

e.g., hardware security
keys, smart cards,
mobile authenticators

e.g., GPS (Global e.g., previously TR the IoT
Positioning System) exchanged sensor ghguerthﬁnilllwn eqg., ‘e o
data, IP Geolocation data 9erp! device’s firmware

e.g., passwords, PINs,
secumy qUES[IOﬂS

e.g., fingerprints, facial
recoqniuon, iris scans

Figure 1. Taxonomy of authentication factors [7].
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2.2. Adaptive and Risk-Based Authentication

Adaptive Authentication, also known as Risk-Based Authentication (RBA), dynamically adjusts the
authentication requirements based on the estimated risk of each login attempt [8]. Risk is calculated
from contextual signals (device, location, IP, time), behavioral patterns, and temporal features.

Low-risk attempts may allow password-only access, while high-risk attempts trigger additional
factors or block access. This approach aims to balance security and usability better than static MFA.
However, most existing RBA systems rely on centralized data collection and machine learning, leading
to privacy concerns, regulatory issues, and poor generalization across heterogeneous environments.

2.3. Federated Learning Essentials

Federated Learning (FL) is a distributed machine learning paradigm that enables multiple clients
(devices or organizations) to collaboratively train a shared model without sharing raw data. Only model
updates are sent to a central server for aggregation [4].

FL is particularly suitable for authentication because authentication data is privacy-sensitive and
naturally distributed across users and domains. It supports cross-domain collaboration while reducing
data leakage risks. Nevertheless, applying FL to MFA faces challenges such as non-l1ID data
distributions, temporal concept drift, communication overhead, and vulnerability to poisoning or
inference attacks.

Table 1. Comparison of authentication learning paradigms.

Paradigm Privacy Level Data Handling Scalability Key Limitations
High Manual Low; Fails to capture
Rule-based . . -
(No ML training) policies/thresholds hard to maintain complex patterns
Regulatory
Centralized Low; Aggregated logs inone  High, but faces data-  compliance issues;
ML high breach risk server transfer bottlenecks single point of
failure
High: High system
Federated High; Local training; shared ' _ complexity;
Learning local raw data model updates Support cross-domain non-11D data
collaboration
challenges

As shown in Table 1, federated learning offers higher privacy and better scalability than centralized
approaches, but requires solutions for heterogeneity and system complexity in authentication scenarios.

3. Threat Landscape Against MFA Systems

While Multi-Factor Authentication (MFA) has significantly improved account security compared to
password-only authentication, it is not immune to attacks. Modern adversaries continuously adapt their
techniques to bypass or exploit weaknesses in MFA deployments. Understanding this evolving threat
landscape is essential for motivating adaptive and privacy-preserving authentication approaches.

3.1. Attacks Against Traditional MFA

Traditional MFA, which typically combines passwords with one-time passwords (OTP), SMS codes,
or push notifications, remains vulnerable to several common attacks. Phishing attacks trick users into
revealing both credentials and second-factor tokens through fake interfaces. Credential stuffing exploits
leaked passwords from previous breaches, while SIM swapping allows attackers to intercept SMS-based
OTPs by hijacking the victim’s phone humber [6].

These attacks demonstrate that the effectiveness of MFA strongly depends on the type of factors used
and the surrounding security context. Static MFA configurations provide limited flexibility to respond
to changing threat conditions.
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3.2. Advanced Attacks Bypassing MFAmM

More sophisticated attacks have emerged in recent years. Adversary-in-the-Middle (AiTM) attacks
position themselves between the user and the legitimate service, proxying the entire session and stealing
authentication tokens even after MFA is completed. MFA fatigue (also known as push bombing)
overwhelms users with repeated approval requests until they accidentally accept one. Additionally,
session hijacking and token replay attacks allow attackers to reuse stolen valid sessions without re-
authenticating [7], [9].

Figure 2 illustrates how an Adversary-in-the-Middle (AiTM) attack can bypass MFA by intercepting
the authentication flow between the user and the legitimate service.

Figure 2. Illustration of an Adversary-in-the-Middle (AiTM) attack scenario bypassing MFA [9].

These attacks reveal a fundamental weakness of static MFA: authentication is usually performed
only at login time and does not consider ongoing context or behavior after the session begins.

3.3. Implications for Adaptive Authentication

Adaptive and risk-based authentication (RBA) attempts to overcome these limitations by
dynamically assessing risk using contextual signals (e.g., location, device), behavioral patterns, and
temporal information. Low-risk logins can proceed with minimal friction, while suspicious attempts
trigger stronger verification. However, most current RBA implementations still rely on centralized data
collection and machine learning, which creates privacy risks, single points of failure, and difficulties in
complying with data protection regulations.

3.4. Security and Privacy Challenges in Learning-Based MFA

The use of machine learning in authentication introduces new attack surfaces. Model inference
attacks may attempt to recover sensitive information from trained models, while model poisoning attacks
may manipulate training data or updates to reduce detection quality. These threats are especially serious
in centralized settings where large amounts of authentication data are collected.

Authentication data can also reveal detailed information about user routines, behavior, and
organizational structure. As a result, centralized storage and processing raise major concerns related to
privacy regulation, data governance, and user trust [9]. These issues reinforce the need for authentication
architectures that are both adaptive and privacy-preserving.
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3.5. Motivation for Federated and Distributed Approaches

The evolving threat landscape highlights the need for authentication systems that are both adaptive
and privacy-preserving. Federated Learning (FL) emerges as a promising direction because it allows
collaborative training of risk models across devices or domains while keeping raw sensitive
authentication data local. This helps maintain user privacy and regulatory compliance without
sacrificing the benefits of collective intelligence [10], [11].

4. Taxonomy of MFA and Authentication Frameworks

Authentication research has evolved rapidly over the past decade, from traditional MFA mechanisms
to adaptive, learning-based, and federated approaches. To organize this literature, this section presents
a taxonomy of MFA and authentication frameworks from three complementary perspectives:
authentication strategy, learning paradigm, and data modality [5].

Figure 3 presents the proposed taxonomy of MFA and authentication frameworks based on
authentication strategy, learning paradigm, and data modality.

[ TAXONOMY OF MFA & AUTHENTICATION FRAMEWORKS ]

|

¥ Y v
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Figure 3. Taxonomy of MFA and Authentication Frameworks categorized by strategy, learning paradigm,
and data modality.

4.1. Classification by Authentication Strategy

Authentication systems can be categorized by how decisions are enforced. Static MFA requires the
same factors for every login, offering simplicity but causing high user friction and limited adaptability
to new threats.

Adaptive MFA (Risk-Based Authentication) dynamically adjusts requirements based on estimated
risk from contextual and behavioral signals, improving the security-usability balance.

Continuous Authentication verifies identity throughout the session using behavioral biometrics,
helping detect session hijacking, but at the cost of increased complexity and privacy concerns.
4.2. Classification by Learning Paradigm

Frameworks differ in how risk estimation is derived. Rule-based approaches use manual policies and
thresholds; they are interpretable but fail to capture complex patterns.

Centralized machine learning trains models on aggregated data and achieves higher accuracy, yet
raises serious privacy, compliance, and generalization issues.

Federated learning-based approaches train models collaboratively while keeping raw data local. This
reduces privacy risks and supports cross-domain collaboration, although it must address non-11D data
and system complexity.
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4.3. Classification by Data Modality

The effectiveness of authentication systems also depends on the type of data used for identity
verification and risk estimation. Different data modalities offer distinct strengths and limitations, and
recent studies have begun exploring hybrid combinations to improve overall performance.

Contextual data-based authentication relies on environmental and device-related signals such as IP
address, geolocation, device fingerprint, and network characteristics. These features are easy to obtain
and impose little burden on users, but they can be spoofed or change frequently.

Behavioral data-based authentication focuses on how users interact with systems, including
keystroke dynamics, mouse movements, touch patterns, and usage habits. Behavioral features enable
more personalized and continuous authentication but are sensitive in nature and raise significant privacy
concerns, particularly in centralized systems.

For example, a hybrid contextual and sentiment-based learning framework has been proposed to
capture latent behavioral risk patterns [12]. Similarly, temporal sentiment shifts have been incorporated
into federated learning to improve risk detection on non-11D data [13]. Hybrid modality has also been
integrated into FL-RBAZ2 using graph embeddings for relational data, reducing privacy leakage through
secure aggregation [13] , [14].

Temporal and sequential data-based authentication models authentication events as time-ordered
sequences. Temporal patterns such as login frequency, regularity, and concurrency provide valuable
cues for anomaly detection. However, sequence-based models may struggle to capture complex
relationships across multiple entities.

Graph-based authentication models represent authentication data as relational structures, for
example, user—device or user—service graphs with temporal edges. This representation allows systems
to capture both structural relationships and temporal dynamics, enabling richer modeling of
authentication behavior. Graph-based approaches are particularly well suited for detecting rare or
suspicious interactions but are still underexplored in federated and privacy-preserving settings.

Overall, this taxonomy reveals three main patterns. First, most deployed MFA systems remain static
and rule-driven despite known limitations. Second, adaptive and learning-based approaches offer better
security and usability but are still largely centralized. Third, federated learning-based authentication is
emerging as a promising direction, although it remains fragmented and lacks standardized evaluation
principles.

5. Survey of Federated Learning-Based Authentication Systems

Recent research has increasingly leveraged Federated Learning (FL) to address the trade-off between
adaptive security and user privacy in MFA systems. This section reviews key FL-based frameworks for
risk-based authentication.

A number of studies have explored authentication in federated settings. For instance, a recent survey
on loT authentication using FL classifies methods by architecture and highlights challenges such as
communication efficiency, robustness against attacks, and the need for lightweight protocols [15].

5.1. From Centralized Adaptive MFA to Federated Authentication

Large-scale empirical studies have demonstrated that enabling MFA can reduce account takeover
risk by more than 99% in enterprise environments [16]. Nevertheless, static MFA and most centralized
adaptive systems still face limitations in usability, adaptability to new threats, and privacy protection.
Federated Learning has been applied in domains such as 10T and healthcare to train authentication
models collaboratively while preserving data locality [15], [17].

5.2. Federated Learning for Risk-Based Authentication

One notable early framework is F-RBA, which applies Federated Learning to risk-based
authentication [12]. It uses contextual login features to train local risk models on distributed clients and
aggregates updates via Federated Averaging, eliminating the need to share raw user data [10].
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Figure 4 shows the general workflow of a federated learning-based risk-based authentication system,
from local training on clients to server-side aggregation and risk-based decision making.
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Figure 4. Workflow of a Federated Learning-based Risk-Based Authentication system [10].

Its extension, FL-RBAZ2, addresses non-11D data challenges and incorporates Differential Privacy to
enhance protection against inference attacks while preserving detection performance [11], [18]. More
recent approaches integrate temporal graph modeling and personalization adapters to better handle
concept drift, achieving strong results such as AUC 0.95 on enterprise logs [19] ,[20].

5.3. Key Characteristics and Limitations of FL-Based Authentication Systems

FL-based authentication systems generally keep raw logs local, train risk models collaboratively, and
support risk-driven decisions to minimize unnecessary MFA challenges. Privacy is commonly enhanced
via secure aggregation and Differential Privacy [21].

Nevertheless, several limitations remain. Authentication data is highly heterogeneous, leading to
non-11D issues that affect model performance. System complexity increases when integrating FL with
adaptive logic and trust management [10] ,[11]. Many studies prioritize accuracy and privacy metrics
but give less attention to usability aspects such as MFA trigger rate and user experience [21]. In addition,
robustness against malicious clients and poisoning attacks requires further improvement [22], [23], [24].

In summary, FL offers a promising path for privacy-preserving adaptive MFA, yet current
frameworks are still fragmented and would benefit from stronger temporal-relational modeling and
standardized evaluation.

6. Modeling Authentication as Temporal and Relational Data: Privacy-Preserving Federated
Perspectives

Most traditional authentication systems represent login events as isolated records or short sequences.
While simple, this approach fails to capture the inherently temporal and relational characteristics of real-
world authentication behavior, where events evolve over time and reflect interactions between users,
devices, and services.

6.1. Authentication Logs as Temporal and Relational Structures

Traditional authentication systems typically treat login events as isolated records or short sequences.
This simplification fails to capture the temporal and relational nature of real authentication behavior,
where events evolve over time and involve interactions among users, devices, and services.
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6.2. Temporal Graph Learning for Authentication Risk Modeling

Temporal Graph Learning (TGL) incorporates the order and timing of interactions, enabling dynamic
link prediction [25]. In authentication, it estimates the consistency of a login event with historical
patterns, supporting better detection of anomalies, long-term drift, and personalized risk scoring. This
makes TGL particularly suitable for adaptive and continuous authentication.

6.3. Privacy, Security, and Trust Challenges in Learning-Based MFA

Despite their advantages, learning-based authentication systems raise significant privacy concerns
because authentication logs contain sensitive information about user routines and organizational
structure. Federated Learning helps by keeping raw data local, but model updates can still leak
information through inference attacks, and malicious participants may attempt poisoning. Existing
frameworks partially address these issues with secure aggregation and Differential Privacy [25]. System-
level authentication mechanisms for federated environments have also been explored [26]. However,
many still assume honest-but-curious clients and lack advanced trust management mechanisms [27].

6.4. Proposed Federated Temporal Graph—-Based Adaptive MFA Approach
Figure 5 depicts the proposed federated temporal graph-based adaptive MFA framework described
in this survey.
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Figure 5. Proposed Federated Temporal Graph-Based Adaptive MFA.

To overcome current limitations, this survey proposes modeling authentication as a federated
temporal graph learning problem. Each client maintains a local temporal bipartite graph and trains a
temporal graph model locally. Only model updates are shared via FL. Risk scores from link prediction
drive adaptive MFA decisions — enabling frictionless access for low-risk events and step-up
authentication for high-risk ones. The framework operates self-supervised, which suits unlabeled
enterprise logs, and can incorporate Differential Privacy for stronger protection.

This direction integrates expressive temporal-relational modeling with federated privacy
preservation, addressing key gaps in adaptive MFA.

7. Datasets, Benchmarks, and Evaluation Metrics

The lack of standardized datasets and benchmarks remains a major obstacle in adaptive and federated
MFA research. Authentication data is sensitive, personalized, and temporally evolving, limiting sharing
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and reproducibility. This section summarizes common datasets, benchmarking practices, and evaluation
metrics.

7.1. Authentication Datasets

Studies primarily use three data types. Enterprise authentication logs are highly realistic, recording
large numbers of successful logins with contextual attributes. The LANL dataset, containing hundreds
of millions of events, is a prominent example [28]. However, these logs usually lack attack labels,
leading to unsupervised or self-supervised approaches.

Behavioral biometrics datasets focus on keystroke, mouse, or touch patterns and are useful for
continuous authentication, though often limited in scale and collected in laboratory settings [29].

Contextual and risk-based datasets rely on IP changes, geolocation, and device fingerprints [11].
Many are proprietary or synthetic due to privacy constraints, hindering reproducibility.

7.2. Benchmarking Practices in Adaptive and Federated MFA

Benchmarking authentication systems differs fundamentally from benchmarking conventional
machine learning models. First, authentication data is inherently non-I1D, with strong personalization
and domain-specific patterns. Second, security-relevant events are rare, making traditional train—test
splits insufficient.

Most surveyed works adopt one or more of the following benchmarking strategies:

- Temporal splitting, where models are trained on historical data and evaluated on future events to
reflect real deployment conditions.

- Cross-domain evaluation, in which different organizational units or user groups act as federated
clients.

- Cold-start scenarios, where models are evaluated on users or devices with limited historical data.

However, there is no standardized benchmark that jointly evaluates security effectiveness, usability,
and privacy under federated settings. As a result, reported performance metrics are often difficult to
compare directly across studies.

7.3. Evaluation Metrics

Evaluation of adaptive MFA requires multiple dimensions. Security metrics include AUC, FAR,
FRR, and detection rate. Usability metrics focus on MFA trigger rate, friction reduction, and proportion
of frictionless logins [21]. FL-specific metrics cover communication overhead, convergence speed,
robustness to non-11D data, and privacy budgets. Overall, adaptive MFA should be assessed as a multi-
objective problem balancing security, usability, and privacy.

7.4. Discussion and Open Benchmarking Challenges

Current research faces several gaps: lack of large-scale labeled datasets, absence of standardized
benchmarks that jointly evaluate security-usability-privacy, and insufficient reporting of usability
metrics. Many studies still rely on simplified laboratory settings that do not reflect real enterprise
conditions. Progress requires privacy-aware data sharing and more consistent multi-dimensional
evaluation practices.

Table 2 summarizes the main research areas in adaptive and federated MFA, highlighting both
extensively studied directions and key open research gaps.

Table 2. Summary of research areas: extensively studied directions and open research gaps

Research Area Extensively Studied Research Gaps

Continuous authentication and its
integration into privacy-preserving,
decentralized environments.

Static MFA and centralized Risk-Based

Authentication Strategy Authentication (RBA),
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Handling non-1ID data distributions and
concept drift (evolving user behavior)
within Federated Learning (FL).

Rule-based heuristics and centralized

Learning Paradigm Machine Learning models.

Temporal Graph Learning to model
Tabular contextual data (IP, Location) complex, evolving relational structures
and basic behavioral sequences. between users and devices in a federated
setting.

Data Modality

Trust management for clients and
robustness against malicious participants
(poisoning/inference attacks) in FL.

Basic privacy techniques like Secure

Security & Trust Aggregation and Differential Privacy.

Standardized benchmarks and

Evaluation & Technical metrics such as Accuracy, quantitative usability metrics (MFA
Benchmarking FAR, FRR, and AUC. trigger rate, user friction, and
acceptance).

8. Conclusion and Future Work

Research on adaptive multi-factor authentication has grown rapidly with the adoption of machine
learning and federated learning. Existing approaches improve security by using behavioral and
contextual signals to detect anomalies beyond static credential checks, while federated learning helps
preserve privacy by enabling collaborative model training without centralizing sensitive authentication
data.

However, several challenges remain. Many systems still depend on domain-specific datasets,
limiting generalization across environments. Federated approaches also introduce communication
overhead and system complexity, especially at scale, and the lack of standardized benchmarks makes
fair comparison difficult. In addition, long-term behavioral evolution and temporal patterns remain
insufficiently explored.

Overall, this survey traced the evolution of authentication from static MFA to adaptive, learning-
based, and privacy-preserving approaches. While MFA significantly reduces account compromise, static
deployments still create unnecessary friction and remain vulnerable to advanced attacks. Adaptive and
risk-based authentication addresses part of this limitation, but most existing solutions still rely on
centralized data collection, raising concerns about privacy, scalability, and regulatory compliance.

Federated Learning offers a promising direction for adaptive authentication by allowing collaborative
learning without direct access to raw authentication logs. Nevertheless, current FL-based frameworks
remain fragmented and still need stronger robustness, better usability evaluation, and more standardized
benchmarking.

Looking forward, future research should focus on federated authentication models that capture the
temporal and relational nature of authentication behavior, such as temporal graph-based learning, while
incorporating privacy-preserving and trust-aware mechanisms [24], [30]. Equally important is the
development of evaluation frameworks that jointly consider security effectiveness, user friction, and
privacy guarantees. Addressing these challenges is essential for transitioning adaptive MFA systems
from experimental research to reliable, real-world deployment.

Future research directions include:
o Hybrid FL with temporal graphs and adapters [19] , [20];
e Usability-aware personalization [11], [17];
e Standardized FL-MFA benchmarks [18], [31].
These directions will transition adaptive MFA from research to production deployment [19] , [20] ,
[27], [31].
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